
/sbin/init [PID 1]
(System systemd) 

/ et c/ syst emd/ syst em. conf

All paths in "syst emd- anal yze uni t - pat hs":
/ l i b/ syst emd/ syst em/ *
/ et c/ syst emd/ syst em/ *
...

/usr/sbin/cron
(Cron Scheduler)

Defined in 
/ l i b/ syst emd/ syst em/ cr on. ser vi ce

Searches for cron jobs in:
/ et c/ cr ont ab
/ var / spool / cr on/ cr ont abs/ *
/ et c/ cr on. d

/etc/crontab runs jobs for anacron:
/ et c/ cr on. hour l y/ *
/ et c/ cr on. dai l y/ *
/ et c/ cr on. weekl y/ *
/ et c/ cr on. mont hl y/ *

MITRE: T1053.003

/usr/sbin/sshd
(SSH Daemon)

Defined in 
/ l i b/ syst emd/ syst em/ ssh. ser vi ce

Configured in:
/ et c/ ssh/ sshd_conf i g

Runs:
~/ . ssh/ r c,  / et c/ ssh/ sshr c 

Pluggable 
Authentication 
Modules (PAM)

/ et c/ pam. conf
/ et c/ pam. d/ *

MITRE: T1556.003

motd

/ et c/ updat e- mot d. d/ *

MITRE: T1037

User Accounts

User Info:
/ et c/ gshadow / et c/ sudoer s
/ et c/ passwd  / et c/ sudoer s. d/
/ et c/ gr oups

Authentication Info:
/ et c/ shadow
~/ . ssh/ aut hor i zed_keys

MITRE: T1136.001,T1078,T1098.004 T1098

/bin/bash (Login Shell)

/ et c/ bash. bashr c   
~/ . bashr c

/ et c/ pr of i l e          
/ et c/ pr of i l e. d/ *  
~/ . pr of i l e
~/ . bash_pr of i l e
~/ . bash_l ogi n

/ et c/ bash. bash_l ogout    
~/ . bash_l ogout     

MITRE: T1546.004

systemd --user 
(User systemd)

/ et c/ syst emd/ user . conf

All paths in "syst emd- anal yze 
uni t - pat hs - - user ":
/ l i b/ syst emd/ user / *
/ et c/ syst emd/ user / *
...

systemd services
MITRE: T1543.002

systemd timers
MITRE: T1053.006

user systemd timers
MITRE: T1053.006

user systemd services
MITRE: T1543.002

web server (web shells)

/ var / www/ ht ml / [ bad. php]
/ et c/ ngi nx/
/ et c/ apache2/

MITRE: T1505.003

rootkits

User Mode Rootkits:
/ et c/ l d. so. pr el oad

Kernel Mode Rootkits:
/ l i b/ modul es/

Look for usage of: 
modpr obe,  i nsmod, l smod, r mmod

MITRE: T1547.006, T1574.006

systemd-generators

Executes the following:
/ et c/ syst emd/ syst em- gener at or s/ *  
/ usr / l ocal / l i b/ syst emd/ syst em- gener at or s/ *  
/ l i b/ syst emd/ syst em- gener at or s/ *

Generates services files from:
/ et c/ i ni t . d/ *
/ et c/ r c. l ocal

MITRE: T1037, T1547, T1037.004

user systemd-generators

Execut es t he f ol l owi ng:
/ et c/ syst emd/ user - gener at or s/ *  
/ usr / l ocal / l i b/ syst emd/ user - gener at or s/ *  
/ usr / l i b/ syst emd/ user - gener at or s/ *

MITRE: T1037

infected client software

OS and User Binaries:
/ bi n,  / sbi n,  / usr / bi n/ ,  / l i b,  . . .

Example Python and unattended-upgrades: 
/ usr / l i b/ pyt hon3*
/ usr / l ocal / l i b/ pyt hon3* / di st - packages
/ usr / shar e/ unat t ended- upgr ades/
unat t ended- upgr ade- shut down

MITRE: T1554

systemd-logind
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Note: Strictly, the pam_syst emd module is what 
launches user systemd and registers the session 
to syst emd- l ogi nd but this interaction is not 
captured by this map to make it less messy
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